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1.    Introductory provisions

1.1.  Purpose
The purpose of this document is to establish a generally valid methodology for the handling
and  processing  of  personal  data  (hereinafter  referred  to  as  the  "OC")  by  the  Creative
Educational Club (hereinafter referred to as the KEC) in order to ensure the conditions of
protection laid down in REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND
OF THE COUNCIL of 27 May 2016 on the protection of personal data and the protection of
personal data and the protection of personal data [3], as amended by Regulation (EC) No
1255/20003(2). 2016  on  the  protection  of  individuals  with  regard  to  the  processing  of
personal  data and on the free movement of such data and repealing Directive 95/46/EC
(General Data Protection Regulation, hereinafter referred to as the "Regulation"), Act No.
101/2000  Coll.,  on  the  protection  of  personal  data,  in  order  to  ensure  their  proper
protection and prevention of their release, disclosure, misuse, destruction and prevention of
their personal data.

This Directive governs the procedures of the KEC, its staff and, where appropriate, other
persons in the handling of personal data, the rules for the collection, collection, storage, use,
dissemination  and  storage  of  personal  data.  The  Directive  sets  out  the  main  and
unambiguous  principles  of  responsibility,  obligations  and  powers  in  the  processing  of
personal data and the protection of personal data.

In  particular,  with regard  to the Regulation,  this  Directive  provides  for  the obligation to
process only those personal data which are required to carry out KEC activities. The Directive
further describes the process of processing personal data so that all care is taken to reduce
the risks of misuse, mishandling or unauthorized processing of personal data.

1.2. Scope



This Directive shall be binding on all KEC employees. The Directive is also binding on other
persons who have a other legal relationship with KEC (contract for work, contract for the
processing of personal data, etc.) and who have undertaken to comply with this Directive.

2.    Responsibilities, responsibilities and powers

2.1.  Director of Kreativní Edukativní Club, s.r.o
The Director of the KEC shall:

1. establish, maintain and manage the data protection system in the KEC in accordance 
with the Regulation and the ZooÚ,

2. determine the modalities, purposes, means and locations of the processing of 
personal data,

3. ensure the processing of only accurate personal data solely in accordance with the 
purpose for which they were collected, to the extent necessary for the fulfilment of 
the stated purpose;

4. ensure that data subjects are informed, or obtain their consent to the processing,

5. to secure the contractual commitment of cooperating legal and natural persons (such
as suppliers, cooperating companies) who use personal data processed by the 
Learning Centre or process them under a contract with and for its needs, and to 
ensure compliance with the Regulation, zooú and related generally binding 
regulations and data protection requirements;

6. ensure compliance with technical and organisational measures aimed at the security 
and protection of personal data;

7. ensure an impact assessment on the protection of personal data where it is likely 
that a particular type of processing will result in a high risk to the rights and freedoms
of natural persons;

8. ensure the protection and security of personal data from the start of their processing
until they are disposed of;

9. cooperate with the supervisory authority and act as a contact point for the 
supervisory authority in matters relating to the processing of personal data;

10. act as a contact point for data subjects who may contact them in cases where the 
processing of their personal data has been breached and in cases of exercise of their 
rights under the Regulation and zoos,

11. maintain a central record of the requirements of data subjects;

12. maintain a central register of consents to the processing of personal data,

13. maintain a central register of non-conformities and security incidents;



14. address and investigate security incidents related to the protection of personal data, 
analyse their causes and ensure corrective action;

15. to inform employees of all relevant facts, procedures or events related to the 
handling of personal data in the KEC, without undue delay;

16. ensure that KEC staff are properly informed of the rights and obligations in the 
protection of personal data;

17. ensure that KEC staff are educated or trained on the protection of personal data, as 
well as their potential and needs;

18. carry out compliance checks of the Regulation and zoos,

19. ensure that the KEC is able to properly demonstrate compliance with the KEC's 
obligations in the protection of personal data resulting from the legislation.

2.2.  Employee or contract worker
Any employee or contract worker of the KEC is obliged to:

1. to avoid compromising the protection of personal data processed by the KEC,

2. prevent accidental and unauthorised access to the personal data of employees, 
students, legal representatives and other persons processed by the KEC;

3. if it detects a breach of the protection of personal data, the unauthorised use or 
misuse of personal data, or any other unauthorised conduct related to the protection
of personal data, to prevent further unauthorized use without delay, in particular to 
ensure the non-disclosure, and to report this fact to the Director of the KEC or any 
other authorised employee;

4. confidentiality of personal data and security measures to protect personal data; the 
obligation of confidentiality continues even after the termination of the employment 
relationship, work carried out outside the employment relationship or the relevant 
work.

3.    Processing of personal data
The processing of personal data which does not comply with the Regulation and the ZooÚ is 
prohibited in the KEC.

3.1. Data subjects
KEC data subjects are:

1. students and their legal representatives,

2. natural persons in an employment or similar relationship (active and former),



3. jobseekers,

4. business partners – natural persons or representatives of legal persons.

In connection with the identification of the data subject, it is necessary to assess the purpose
of  the  processing  and  whether  the  consent  of  the  data  subject  is  necessary  for  the
processing or whether the processing of personal data is possible on the basis of another
legal  title  (conclusion  or  performance  of  the  contract,  fulfilment  of  a  legal  obligation,
legitimate interest, etc.).

Furthermore, it is necessary to lay down the method of obtaining personal data from the
entity, in particular with a view to avoiding the use of data obtained for another purpose or,
where appropriate, for the merging of data obtained for other purposes, and the manner in
which the information obligation of the controller vis-à-vis the data subject is fulfilled.

3.2.  Purpose of the processing of personal data
The Director of  the KEC is  responsible for determining the purpose of  the processing of
personal data and the extent of the data used.

Personal data can only be processed with respect to the applicable legislation of the Czech
Republic and the Regulation in accordance with the purpose for which they were collected.
It is only possible to process them for another purpose if the data subject has been informed
of this change of processing and if such processing cannot be carried out on the basis of a
legal title without prior consent, if the data subject has given his consent.

Within the KEC, personal data are processed for the following purposes:

1. performance of the contract and provision of services (provision of language and 
other courses),

2. communication with data subjects;

3. information about changes and news in the offer of courses (legitimate interest),

4. allowing access to the reservation system,

5. fulfilment of a legal obligation;

6. accounting and tax purposes,

7. keeping customer records,

8. marketing and promotional purposes (based on explicit consent),

9. fulfilment of the employer's employment obligations,

10. recruitment and selection of employees.

Personal data for these activities are processed to the extent necessary for the fulfilment of
these  activities  and  for  the  period  necessary  to  achieve  them  or  for  a  period  directly
determined by law. After that, personal data is deleted or anonymised.



3.3.  Scope of personal data processed
The scope of the personal data processed must be determined in such a way as to fulfil the
stated purpose, without collecting and processing excess personal data.

Within the KEC, personal data are processed to the following extent:

1) students and their legal representatives:

a) identification data: the name and surname of the student, the date of birth of the 
student, the name and surname of the legal representative,

b) contact details: address of residence, delivery or other contact address, telephone, e-
mail address,

c) information on food allergies,

d) Student's photo or video recording for marketing and promotional purposes (based 
on consent)

e) other personal data: assessment of the student's level of knowledge, bank account 
number, payment details, customer account number, and other personal data 
resulting from a particular contract or by law,

2) employees or contract workers:

a) identification data: first and last name, date of birth,

b) contact details: address of residence, delivery or other contact address, telephone, e-
mail address,

c) employee's photos,

d) other personal data: bank account number, payment details and other personal data 
resulting from a particular contract or by law,

3) jobseekers:

a) identification, contact and other data provided in the context of the CV sent.

4) Information on food allergies is not systematically processed and stored as it is sensitive
personal data. This information may only be communicated voluntarily and explicitly by
the data subject to ensure the protection of the student's health in the context of the
teaching.

3.4.  Sources of personal data
Personal data are obtained primarily from the data subject, especially during the conclusion
of the contract and during the contractual relationship.



3.5.  Disclosure of personal data and processing through the 
processor

Personal data may also be processed by certain other external companies (i.e. processors) to
ensure the purposes described above in addition to the KEC and their employees.  Personal
data  are  transferred  to  such  processors  only  if  they  meet  defined  organisational  and
technical  conditions  to  ensure  their  proper  protection.  The  Processor  is  not  entitled  to
process personal data for any purpose and other than contractually agreed.

A condition for  the use of  an external  processor is  the conclusion of  a  Contract  on the
Processing of Personal Data between the Controller (i.e. kec) and the processor. As a rule,
the  contract  is  concluded  as  a  separate  document.  The  contract  shall  contain  all  the
elements in accordance with Article 10(1) of Regulation (EC) No 1260/1999 Article 28(1) and
(2) 3 Regulation (see below).

In the Agreement on the processing of personal data, the other party must be obliged to:

1. take all security, technical, organisational and other measures, taking into account 
the state of the art, the nature of the processing, the scope of processing, the context
of the processing and the purposes of the processing to prevent any breach of the 
personal data provided,

2. do not involve any other persons in the processing without the prior written consent 
of the Learning Centre,

3. process personal data only for the performance of the contract (incl. transfer of data 
to third countries and international organisations); exceptions are only cases where 
certain obligations are imposed directly by law,

4. ensure that persons authorised to process personal data with the processor are 
bound to confidentiality or subject to a legal obligation of confidentiality;

5. ensure that the processor assists the KEC without undue delay in the fulfilment of the
KEC's obligations, in particular the obligation to respond to requests for the exercise 
of the rights of data subjects, the obligation to report personal data breaches to the 
supervisory authority pursuant to Article 11 of Directive 2004/12/EC; 33 Regulation, 
the obligation to report personal data breaches of the data subject pursuant to 
Article 11(1) of regulation. 34 Regulation, the obligation to assess the impact on the 
protection of personal data pursuant to Article 87(3)(c) of the EC Treaty is not 
applicable. 35 The Regulation and the obligation to carry out prior consultations 
pursuant to Article 10(1) of Regulation (EC) No 1260/1999 36 Regulation and to that 
end, it shall ensure or take appropriate technical and organisational measures, which 
it shall immediately inform the Learning Centre of,

6. after the end of the contract, properly dispose of the personal data processed, e.g. 
that it deletes all personal data or is returned by the KEC and deletes existing copies, 
etc.,



7. provide the KEC with all the information necessary to demonstrate that the 
obligations laid down by the KEC have been fulfilled by law,

8. allow control, audit or inspection carried out by the KEC or the competent authority 
under the legislation;

9. provide, without undue delay or within a period to be determined by the KEC, the 
synergies necessary for the fulfilment of the legal obligations of the KEC relating to 
the protection of personal data, their processing,

10. protect the personal data provided in accordance with the law,

11. appropriately comply with this Directive.

12. Personal data may, at the legal request, be transferred to third parties who have the
legal power to require the transfer of the personal data in question.

3.6. Consent to the processing, information on the 
processing, protection and exercise of the rights of the 
data subject

3.6.1. Consent of the data subject
Where personal data are processed on the basis of Article 6 of the Regulation, paragraph 1,
the personal data shall be processed in accordance with the procedure laid down in Article 6
of the Article 1,(a)::

1) b) – performance of the contract,

2) c) – fulfilment of a legal obligation,

3) (d) – the protection of vital interests;

4) (e) – public interest or exercise of public authority,

5) f) – legitimate interest,

the consent  of  the  data  subject  is  not  required,  but  an  information  obligation  must  be
ensured against the data subject.

In other cases, the KEC may process personal data only with the prior consent of the data
subject. This consent is necessary even if personal data are processed for a purpose other
than that for which they were collected. Consent must be informed, informed and specific,
preferably in writing. Consent is obtained only for specific data, for a specific time and for a
specific purpose.

The KEC must be able to demonstrate the granting of consent throughout the processing of
the personal data for which consent has been given. Part of obtaining consent is also to
inform the data subject about the purpose of the processing. The data subject has the right
to withdraw his consent at any time.



3.6.2.   Information to the data subject
The KECnshall  inform the data subject tothe processing of his/her personal data in a timely
manner and in accordance with Articles 13 and 14 of the Regulation to the extent specified.
In addition to the above information, the KEC shall provide the data subject with additional
information if necessary to ensure fair and transparent processing to the extent specified by
the Regulation. At the same time, the KEC must inform the data subject of its rights under
the Regulation.

The information obligation is fulfilled by the publication of the document "Information on
the processing of personal data" on the KEC website, or as part of a contract with the data
subject.

3.6.3.   Rights of the data subject
In connection with the processing of personal data,  data subjects have the possibility to
exercise their rights (see below). Applications shall be sent to the Director of the KEC, who
shall keep a central register of these requirements. Applications must be processed by the
Director  or,  where  appropriate,  by  other  delegates  within  one  month  of  receipt  of  the
request. This period may be extended by a further two months if necessary, in which case
the data subject must be informed of the extension, together with the reasons for such
postponement.

The processing of applications is provided free of charge only if the requests are unfounded
or unreasonable, a reasonable fee may be imposed.

3.6.3.1.       Right of access to information
The data subject has the right to clear, transparent and comprehensible information on how
his/her personal data are processed and what his or her rights are. For this purpose, the
document "Information on the processing of personal data" is used (see chapter Information
to the data subject).

The data subject has the right to access personal data. In this case, the KEC shall provide the
data subject with a copy of the personal data processed.

3.6.3.2.       Right to rectification
The data subject has the right to rectify incorrect and incomplete personal data.

3.6.3.3.      Right to erasure ('right to be forgotten')
The data subject has the right to erasure of his/her personal data, especially if (a) they are
no longer needed for further processing; (b) consent to their processing has been revoked;
(c) the entity objects to their processing; (d) have been processed unlawfully; or (e) must be
deleted under the legislation.

The right to erasure cannot be exercised if the KEC processes personal data on the basis of a
legal title other than the consent of the entity (e.g. for the performance of the contract) and



there is still a reason and purpose for the processing of personal data (e.g. possession of
personal data for the period specified by law).

3.6.3.4.       Right to restriction of processing
The data subject has the right to restrict the processing of his/her personal data if (a) he/she
attacks the accuracy of the personal data until its accuracy is verified; (b) the processing is
unlawful; (c) the data is no longer needed, but the data subject needs data for the purposes
of exercising its legal claims or (d) the entity objects to its processing for as long as it is
verified that our legitimate reasons outweigh the interests of the entity.

In practice, this right means that the KEC must temporarily restrict the processing of such
personal data against which an objection has been raised.

3.6.3.5. Notification obligation regarding the reimsification 
or erasure of personal data or restriction of processing

The  KEC  shall  notify  individual  recipients  to  whom  the  personal  data  have  been  made
available of any corrections, erasure of personal data or restriction of processing, except
where this proves impossible or requires undue effort.

3.6.3.6.       Right to object
The data subject has the right to object to the processing of his/her personal data if they are
processed by KEC (a) for direct marketing purposes or (b) for the purposes of the legitimate
interests of KEC.

3.6.3.7.       Right to data portability
The data subject has the right to obtain his/her personal data and transfer it to another
service provider.

3.6.3.8. Other rights
The data subject shall have the right to:

1. withdraw the consent granted to the processing of personal data at any time,

2. to lodge a complaint with the Office for Personal Data Protection.

3.7.  Use  of  personal  data  for  sending  commercial
communications (direct marketing)
In  order  to  inform  about  the  news  in  the  course  offer,  KEC  sends  a  commercial
communication to data subjects, subject to the following conditions:

1. communications relate only to their own products and services,

2. communications are sent in the form of mail, SMS and e-mail,



3. communications are sent to data subjects with whom the KEC has concluded a 
teaching contract and for a period of 3 months after the termination of the 
contractual relationship, where the data subject can reasonably expect to receive 
such a communication.

The processing of personal data for this purpose (i.e. direct marketing) is considered to be
processed for  reasons  of  legitimate  interest  of  KCU.  Where  the  data  subject  objects  to
processing  for  the  purpose  of  direct  marketing,  the  KEC  must  ensure  that  commercial
communications are no longer sent to the data subject.

3.8. Transfer of personal data to other countries
KEC does not transfer personal data abroad.

4. Privacy Policy
In order to ensure the security and confidentiality of personal data, appropriate technical
and  organisational  measures  are  used  within  the  KEC,  in  particular  to  protect  against
unauthorised access to and misuse of data. The measures are designed to correspond to the
state of the art, the cost ofexecution, nature, scope, context and purposes of processing, as
well as to variously likely and variously serious risks to the rights and freedoms of natural
persons.

4.1.  Organisational measures
The organisational measures to ensure the protection of personal data are as follows.

1. KEC protects all personal data it processes and processes from misuse by appropriate
and available means. Personal data shall be stored in premises, places, environments 
or in a system to which it has limited access, predetermined and at least at any 
moment to the Director of THE KEC a known circle of persons; other persons may 
access personal data only with the permission of the Director or the person 
authorised by him.

2. Documents containing students' personal data are permanently stored in lockable 
cabinets. Documents cannot be handed over to strangers or copied and copies 
provided to unauthorized persons.

3. The personal files of employees or contract agents are stored in lockable cabinets, 
accessible to them by the Director of the KIc or by an authorised person.

4. Text or image information about students can only be published in kec promotional 
materials, websites or social networks only with the consent of legal representatives. 
The student or legal representative has the right, on the basis of the withdrawal of 
the given consent, to request the immediate blocking or deletion of information or 
photographs or records relating to him or her, which he does not want to publish.

5. KEC informs about the measures in place by oral or written communication, by laying
down obligations in the employment contract, in the agreement on the performance 



of work, in the agreement on work activities, in the Contract on the processing of 
personal data, which the KEC concludes with an external processor.

6. KEC at least once a yearwill evaluate the procedures for the handling and processing 
of personal data. If certain procedures are found to be outdated, unnecessary or 
have failed, the KEC shall make a remedy without delay.

7. Every employee or contract worker respects their nature when dealing with personal 
data, i.e. it is part of a person's privacy as a data subject and adapts to it the acts 
associated with it. In particular, the employee or contract worker does not disclose 
personal data without verifying that such a procedure is possible, does not disclose 
personal data to persons who do not demonstrate the right to dispose of them. The 
employee or contract worker, where such an obligation arises from other 
documents, shall inform the data subject of his or her rights to the protection of 
personal data; otherwise, he shall refer to the Director of THE KIC or the person 
designated by him.

8. KEC immediately solves every securityincident related to personal data. In the event 
that the incident is likely to result in a high risk to the rights and freedoms of natural 
persons, in particular a particular student, employee, legal representative, etc., the 
KEC shall always inform that person and inform what measures to remedy it. A 
record of each incident will be made. The KEC shall inform of any serious the incidentby
the supervisory authority without undue delay, but no later than 72 hours from the 
moment it became known, unless such infringement is unlikely to result in a risk to 
the rights and freedoms of natural persons.

4.2.  Technical measures
The technical measures to ensure the protection of personal data are as follows.

1. Electronic registration of personal data is kept in a secure information system. 
Individual employees and other persons expressly authorised by the Director of KIC 
have access to this system only on the basis of a unique login name and password 
and only within the scope of the authorisation given by the functional classification. 
When working with electronic records, authorised persons may not leave the 
computer without logging out, cannot be consulted by any other person and must 
protect the confidentiality of the login password and change it immediately in the 
event of a risk of disclosure. Accesses are set by an authorized KEC employee – a 
computer network administrator who sets the necessary data security.

§ Personal data may be transferred (via portable storage media) or sent (by e-mail) only
encrypted. The decryption password must be sent by another medium (e.g. by phone).

1. The legal representatives of students, or students themselves, have secured remote 
access exclusively to their own data based on the login code and password.

2. The information system must ensure logging, backup, and data recovery.



4.3.  Impact assessment on the protection of personal data
Where  it  is  likely  that  a  particular  type  of  processing,  in  particular  when  using  new
technologies, will result in a high risk to the rights and freedoms of natural persons, taking
into account  the nature,  scope,  context  and purposes of  processing,  the Director of  the
Training Centre  shall  carry  out  an  assessment of  the impact  of  the intended processing
operations on the protection of personal data before processing, in accordance with Article
35 of the Regulation.

Where it is apparent from the data protection impact assessment that the processing would
result in a high risk if the KEC did not take measures to mitigate that risk, the Director of the
KEC shall consult the supervisory authority (prior to its commencement). The consultation
shall be carried out in accordance with Article 36 of the Regulation.
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